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MANTAWARE™ CYBER MANAGER

The Integrated Cyber Defense System (ICDS)
Solution for Military Deployments

Advanced Military ICDS solution, engineered to seamlessly
orchestrate, automate, and respond to complex threats across multi-
classified domains, ensuring unparalleled security and operational
efficiency in the most demanding environments.

Cyber Manager solution is a Software and
Hardware system designed specifically as
an Integrated Cyber Defense System for
military deployments, including marine,
ground and air operations. Our platform
empowers organizations to seamlessly
integrate, automate, and orchestrate diverse
security tools and processes, bolstering
their security operations to new heights.

The primary objective of our ICDS solution
is to revolutionize incident response by
reducing response times, minimizing
manual effort, and amplifying the overall
efficiency and effectiveness of security
operations. With Cyber Manager, your
organization gains a competitive edge in
combating an evolving cyber landscape.

SECURE NETWORK CONFIGURATIONS
WITH VERSATILE DEPLOYMENT OPTIONS

Organizations seek flexible and secure
network configurations. Cyber Manager
offers deployment options for diverse
environments, from small-scale installations
to complex campus networks. It supports
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ON-PREM, cloud-based, and hybrid
environments, empowering organizations
to align with their infrastructure.

Cyber Manager accommodates various
requirements. It secures single-

domain networks comprehensively and
supports classified and non-classified
databases. It provides robust security for
interconnected multi-domain networks

in complex setups, including support for
classified and non-classified subdomains.

AMPLIFYING SECURITY OPERATIONS
WITH CYBER MANAGER

By automating and optimizing security
operations, Cyber Manager empowers
organizations to rapidly identify and
respond to threats, mitigating the risk of
data breaches, insider threats and other
security incidents. With our intuitive and
user-friendly interface, even L1 analysts
can quickly become proficient within three
days of training, making Cyber Manager
an ideal solution for quick-fire reactive
mitigation and escalation.

KEY FEATURES

> Integrated tool of the MantaWARE
unified platform

> Security incident management:
centrally manage and track security
incidents from a unified interface,
ensuring prompt resolution and
streamlined collaboration

> Threat intelligence: leverage up-
to-date threat intelligence feeds to
proactively identify potential risks,
allowing for proactive mitigation and
threat hunting

> Security analytics: employ advanced
analytics capabilities to gain deep
insights into security events and
trends, enabling proactive decision-
making and resource allocation

> Secure communication: implement
stringent security measures for data
protection.

> Incident response automation:
automate time-consuming and
repetitive tasks associated with
incident response, freeing up valuable
resources for strategic initiatives
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STREAMLINED LOG MANAGEMENT

Cyber Manager simplifies log management and cyber solutions, offering a straightforward and user-friendly experience.
Seamlessly manage logs, generate comprehensive reports and establish alerts and playbooks through our intuitive interface.

ALERTS

Cyber Manager filters alerts using authorized security classifications and access controls, ensuring only authorized personnel
access classified alerts, maintaining strict security protocols.

Our approach to implementing security classifications is to use metadata tags or labels that identify the security classification
level of each alert. Alerts can be classified as “confidential,” “secret,” or “top secret,” depending on the sensitivity of the
information they contain.

Cyber Manager ensures that only authorized personnel can access classified alerts, including limiting access based on security
clearance levels or roles. Additionally, data-level controls such as encryption and secure storage are implemented to safeguard
classified alerts, ensuring they are accessible only to authorized individuals. In addition to the technical measures mentioned
earlier, we adopt the client’s required implementation policies and procedures for handling classified alerts. This includes training
programs for personnel responsible for classified information, and protocols for reporting and responding to security incidents
involving classified data.

Separating classified alerts from unclassified ones necessitates a comprehensive approach encompassing technical controls,
access controls, and adherence to established policies and procedures. This ensures the utmost protection of classified
information and maintains the highest level of security.

ROBUST INTEGRATION CAPABILITIES

L3Harris’ ICDS solution offers exceptional integration with a wide array of military-grade security tools and platforms, ensuring
seamless synchronization with intelligence, surveillance and reconnaissance technologies. This comprehensive connectivity unifies
all security elements, enhancing threat detection and enabling a coordinated response under one centralized system, which is
crucial for high-stakes military operations.

Delivery Techniques: The program incorporates in-person simulator training along with written materials and videos to ensure
engaging and effective training. Participants learn facilitation skills, explore different training methods and techniques, manage
the training environment and address challenging situations.

Secure Collaboration: Our ICDS system offers advanced, secure communication tools for military teams, regardless of location.
Strong encryption and secure channels facilitate real-time coordination and information sharing across units, ensuring data
protection and effective incident management in sensitive military operations.

Take command of your military deployments with our advanced ICDS solution. Strengthen your network defenses, streamline
operations and enhance incident response capabilities. Contact us today to learn how L3Harris’ Cyber Manager can empower
your team with cutting-edge ICDS technology.

* L3 Harris will provide formal training for Levels 1 and Levels 2 only.
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L3Harris Technologies is the Trusted Disruptor in the defense industry. With customers’ mission-critical needs always in mind, L3Harris MAPPS Inc.
our 50,000 employees deliver end-to-end technology solutions connecting the space, air, land, sea and cyber domains in the 8565 Cote-de-Liesse
interest of national security. Montréal, Québec, Canada
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The information contained within this product data sheet is not subject to export controls and may be released without export
restrictions. The equipment described herein may require Canadian and/or U.S. Government authorization for export purposes.
Diversion contrary to Canadian and/or U.S. law is prohibited.



